
X-Series Implantable Transponder FAQ

What’s the difference between RFID and NFC?
A: RFID is an acronym meaning Radio Frequency IDentification, and is a generic name for a
range of technologies that allow things to be identified in some way using radio waves (RF).
This means just about anything that communicates wirelessly can be considered “RFID”,
including your cell phone which has several radio transceivers which all have unique identifiers
(MAC addresses, IEMI, etc.). Typically though, when someone talks about “RFID”, they are
generally referring to passive (unpowered) transponders (also called “tags”). Passive tags
contain no battery or power source. They operate by pulling power from a magnetic field
generated by a reader device, which limits their effective range. The world of passive RFID tags
is a large, with a huge range of operating frequencies, data protocols, memory capacities, and
features.

NFC is an acronym meaning Near Field Communication. A consortium of Nokia, Sony, and
Philips originally created the NFC Forum, and the forum decides on NFC standards. Those
standards are made up of two basic parts, a specific small set of passive RFID tag types (called
“NFC tags”) and active device communication (peer to peer). The NFC standard defines 4
different types of passive RFID tags which can be used as NFC tags, based on their memory
structure and communication protocols (frequency, data encoding, etc.). So, all 4 types of “NFC
tags” are just certain types of RFID tags that have been chosen by the NFC forum as “NFC
compliant”.

For example, a Mifare Ultralight tag is a passive RFID tag that operates at 13.56MHz and
communicates using ISO14443A. The Mifare Ultralight has a memory structure that can be
formatted and used as an NFC Type 2 tag. However, the Mifare S50 1K tag is also a passive
RFID tag that also operates at 13.56MHz and is also ISO14443A, but it is not NFC compliant.
The memory structure used by the Mifare “classic” S50 1k tag is not compliant with the NFC
standard, so it is not considered an “NFC tag”, even though it is sold as an “NFC tag” by many
vendors trying to capitalize on all the NFC buzz. Don’t believe the hype.

I shoot guns / rock climb / do martial arts / fight super villains, etc. How durable are these
transponders?
A: All of our x-series transponders are encapsulated in biosafe glass, so they are not
indestructible. Outside the body, they can be shattered somewhat easily if they encounter a hard
surface, particularly the edge of a hard surface. However, once installed in the body, the skin
and tissue surrounding the tag do an excellent job of buffering any blunt force impacts the tag
may encounter. I personally have smashed my left hand several times, and once even hit it with
the head of a steel hammer, directly over my tag. So far I’ve had no issues what so ever.

We’ve also done various tests on these glass tags, including crush testing, liquid nitrogen dunk
testing, and vacuum and pressure testing. In all cases, our x-series transponders successfully
survived. Here is a write-up with photos and video of the various tests we’ve performed on our
x-series tags.

Will I have problems at security checkpoints, metal detectors, airport scanners, court
houses, etc.
A: No. Dangerous Things founder Amal Graafstra has had transponders in both of his hands
since 2005, and he’s gone through hundreds of metal detectors, had metal detector wands run
over his hands, and even gone through several full body scanners used at airports, and he’s
never had a problem. This experience has been echoed by Dangerous Things customers for
years… it’s just not a problem. The amount of metal in the tag is about the same as a tooth
filling, so it is not enough to set off these types of security devices.
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Q: How are x-series tags installed?
A: Our x-series tags are typically sold pre-loaded inside a sterile injection assembly, which is
used to inject the transponder into the subdermal fascia between dermis and muscle tissue. We
typically suggest they be installed into the webbing between the metacarpal bones of the index
finger and thumb, resting parallel to the index metacarpal. Achieving this safely requires a
steady hand and experience performing aseptic procedures. Dangerous Things prefers our
customers locate one of our professional body piercing or body modification partners to
complete the installation of this product. If no partners are available in your area, you should be
able to follow this guide to finding a professional in your area who is willing to assist you.

Does the installation procedure hurt?
A: The installation process (in the suggested location and orientation) is about as painful as
giving blood, getting a bee sting, or about as painful as most typical body piercings. There is a
slight sharp pinching sensation as the needle initally pierces the skin, but after that it’s very easy
going. We’ve had people actually say “that’s it?” afterward.

Does installation leave a scar?
A: Yes, but the scar is very small and typically unnoticeable after only a few months.

Can the transponder be seen under the skin? Can you feel it? Is it painful or
uncomfortable?
A: In most people’s hands the transponder can’t be seen. It will rest just under the skin without
creating a visible bump, and will only show when tightly gripping large rounded objects your
hand wraps around. Some people have very little fat in their fascia layer, particularly in their
hands, and in certain cases the tag can be seen even when the hand is relaxed. Once the tag is
fully healed in place, it’s impossible to feel under the skin. It is not painful or uncomfortable,
even when using your hands normally. Sometimes the thin layer of skin covering the tag will get
pinched between the tag and another hard sharp surface, and you may experience a slight
painful pinching sensation. For example, I would close my car door by sliding my hand across
the top edge while it was closing, and this would roll the tag over that edge and it would give me
that pinch feeling, so I had to change that behavior.

Is it easy to remove or replace later?
A: We’ve designed our x-series transponders for easy removal. Unlike animal transponders, we
do not coat our tags with biobond or parylene, making removal or replacement easy.

Can I install multiple transponders in same hand, or install one in hands with magnets?
A: Many customers have installed multiple chip implants into the same hand, however there are
certain things to consider such as distance and interference. In general, you should not install
two chips of the same frequency anywhere near each other, keeping 3cm - 5cm distance
between chips of the same frequency. However, certain products like our xLED 338 implant
have no chip inside, so you can install these or chips of different frequencies nearer each other,
as long as you keep a minimum of 5mm between them to avoid collision and possible breakage
under the skin due to external impact. You can also install a chip or xLED 338 implant in the
same hand as a magnetic implant, as long as the magnets are not within 2cm of the chip or
xLED 338.
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Can I clone my work/school access card to my implant?

A: Ok, this is a big one. In short, the answer is - maybe. It all depends on the type of chip your
work/school/home access card is using internally. If your source card/tag/fob is a 125kHz EM or
HID Prox chip, then you can clone that ID into our xEM 140 or NExT 66 implant using our
proxmark3 82 tool. At this time, the only 13.56MHz tag we have that can change it’s 4 byte ID is
the xM1 209 “Magic” Mifare Classic 1k implant.

RFID Keys
There is a common misunderstanding that somehow a “key” is programmed on to the RFID tag
and in order to get access to multiple doors or systems you need to program multiple keys on to
the tag. This kind of thinking is natural because that’s how typical metal door keys work, but it is
normally incorrect (some RFID systems do work this way but it’s very rare). Each tag has a
unique ID (called a UID), and these IDs are programmed into the doors and systems, not the
other way around… so if you want 1000 people to get through door A, you have 1000 tag IDs
programmed into door A’s RFID reader. If someone loses their tag (UID 3718), they remove tag
3718 from the list and that’s that. This approach means you can use one RFID tag with multiple
doors and systems.

Cloning vs Emulation
Emulating means you are using a piece of active circuitry to pretend to be a tag. This basically
means spoofing a reader into thinking it’s talking to the spoofed tag instead of a circuit board
designed to pretend to be a tag. Cloning means you copy one tag’s UID and memory contents
from one “source” tag’s contents (ID and memory) to another “target tag” so it matches exactly.
Typical tags sold by reputable companies come with the UID bits programmed by the factory
and locked so they cannot be changed. This is what ensures they are unique. There are
standards built on the fact that UID bits are not supposed to be changeable, meaning the
manufacturers are able to keep control of the UID sequence to try to ensure uniqueness of the
tags they produce. However, some chip makers have created chips that don’t play by these
rules, and the chips allow you to change the UID bits at will.

If you are unable to clone a tag ID to your implant, the best way to approach using your implant
with school and work access control systems is to buddy up with the IT department or whoever
is in charge of managing the access control systems at your work or school. Show off your
implant and get them interested in seeing if it will work with the system there. Then broach the
idea of trading in your access card in favor of simply adding your implant’s UID to the system.


